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DCOM 217 W01 & W02: Cisco I – Introduction to Networks 
Midterm Skills Lab Exam – Spring 2021
This exam is open book (including electronic resources) and is to be completed by you only.

Assessment Due: Tuesday, April 27, 2021 11:59 PM
	Honor Code: 
Students are not permitted to obtain information from or give information to other students during this exam. 
If such an attempt has occurred all students involved will obtain a grade of 0 (zero) for the exam. 

I have not obtained any help other than from my instructor.

Student Signature:  ______________________________
(Signature may be written or typed)


Submission Requirements:

· Create a new network using Packet Tracer. 
· Submit the following as attachments to the Midterm Skills Lab in Blackboard:
· This signed worksheet

· The completed Packet Tracer file 

Due Date/Time:

· April 27, 2021 11:59 PM
Total Points:

· 100 points 
Assessments
Task 1: Create the Physical Topology 
Task 2: Configure the Logical Topology 
Task 3: Verify network connectivity 

Scenario 
In this Skills Based Assessment students will create a small network that requires connecting network devices and configuring host computers, two switches, and one router for basic network connectivity. Common utility commands will be used to test the network.

Topology Diagram 
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	Device Hardware Table

	Device
	Qty
	Description

	Cisco Router
	1
	4331

	Cisco Switch
	2
	2960 

	PC
	2
	Generic PCs

	Cables
	4
	Copper straight-through


Task 1: Create the Physical Topology (30 points).

Create a network using Packet Tracer

Open Packet Tracer and create a network according to the Topology Diagram and Device Hardware Table. 
Ensure:

· The router cables are connected to the correct interfaces (ports). 
· The PC FastEthernet0 interfaces are connected to FastEthernet interfaces on the switches. 
· Note: Console interfaces are not used in this lab.
Task 2: Configure the Logical Topology 
Step 1 - Configure IP Addressing according to the Device Addressing Table (2 points each).
	Device Addressing Table 

	Device
	Interface
	IP Address
	Subnet Mask
	Gateway

	Router 
	G0/0/0
	192.168.5.1
	255.255.255.0
	N/A

	
	G0/0/1
	10.20.30.1
	255.255.255.0
	N/A

	Switch1
	VLAN 1
	192.168.5.2
	255.255.255.0
	192.168.5.1

	Switch2
	VLAN 1
	10.20.30.2
	255.255.255.0
	10.20.30.1

	PC0
	Ethernet
	192.168.5.3
	255.255.255.0
	192.168.5.1

	PC1
	Ethernet
	10.20.30.3
	255.255.255.0
	10.20.30.1


Step 2: Configure the Router (3 points each).
	1
	Router hostname
	Router-Your-Name

	2
	Console password
	Cisco1

	3
	Telnet (VTY) password
	Cisco1

	4
	Enable secret password
	DCOM217

	5
	Encrypt the clear text
	

	6
	Appropriate banner
	

	7
	Save the Running-Config file
	


Note: Ensure the passwords are correct. If the passwords do not work for the instructor the student will receive a 0 (-21 points) for this part of the exam.
Router hostname – if your name is Prof Mayock, name the router: Router-Prof-Mayock
Step 3: Configure the two Switches (3 points each).
	1
	Switch hostnames
	S1 and S2

	2
	Appropriate banner
	

	3
	Save the Running-Config file 
	


Task 3: Verify network connectivity 
Step 1: Use the ping command to verify network connectivity.
· Verify connectivity with each network device. 
· Ping from one PC to all the IP Addresses. 

If you are unable to ping the devices use Troubleshooting methods including:
· Show Run (sh run), Show IP Interface Brief (sh ip int b), ipconfig and other commands.
· Make sure the cables are connected to the correct interfaces (especially the routers). 

· Check the IP Addressing on all devices.

· Check for IP Addressing activation (no shutdown) on the router and switch interfaces. 
Save your Packet Tracer network and this document and submit both in Blackboard.[image: image2.png]
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